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*** BEGIN CHANGES 1 ***
[bookmark: _Toc44943912][bookmark: _Toc58252757]6.1.3c	SBA Certificate profile
[bookmark: _Toc44943913][bookmark: _Toc58252758]6.1.3c.1	Introduction
Clause 6.1.3c profiles the certificates to be used for 5GC Service Based Architecture (SBA). 
Different TLS entity certificate profile requirements may be applied to intra-domain and/or inter-domain SBA for NF producers, NF consumers and NRF instances, Service Communication Proxy (SCP) nodes, and Security Edge Protection Proxy (SEPP) nodes applicable to 3GPP 5GC roaming. 
A separate TLS entity certificate profile is also needed to cover the usage of the certificates issued by the SEPPInterconnection CA(s) for inter-domain SBA context for TLS connections between SEPP nodes. 
Furthermore, separate TLS entity certificate profile requirements may be applied for Service Communication Proxy (SeCoPSCP) needed for 3GPP 5GC SBA Indirect Communication model architectural Options C and D.
[bookmark: _Toc44943914][bookmark: _Toc58252759]6.1.3c.2	General SBA Certificate profile
The following additions and deviations to the common profiles shall hold for all SBA-related entities (NFs, SECOPSCPs, SEPPs):
-	Signature algorithm: RSAEncryption need not be supported.
-	ECDSA is recommended for TLS entity certificates with 5GC Service Based Architecture (SBA).
*** END CHANGES 1 ***

*** BEGIN CHANGES 2 ***
6.1.3c.x	SCP certificate profile
TLS certificates shall be directly signed by the CA in the operator domain that the SCP entity belongs to.
The same requirements to the NF certificate profile as listed in section 6.1.3c.3 apply, with the following deviations that are not applicable to the SCP certificate profile:
-	subjectAltName (in TLS server certificates) containing URI-ID with the HTTPS URI(s) for the apiRoot of a Network Function producer instance for the NF service API(s) that it provides need not be supported;
-	subjectAltName (in TLS server certificates) containing URI-IDs with the HTTPS URI(s) for the apiRoot of a Network Function consumer instance for the NF service callback URI(s) that it provides need not be supported.
*** END CHANGES 2 ***

*** BEGIN CHANGES 3 ***
6.1.3c.y	SEPP certificate profiles
6.1.3c.y.1 Introduction 
Separate TLS entity certificate profile requirements may be applied for SEPP during different use cases.
For example:
-	NF certificate profile requirements are applied for SEPP when providing the Nsepp_Telescopic_FQDN_Mapping service to the NFs in the same operator domain.
-	SEPP intraconnect certificate profile requirements are applied for SEPP when connecting to other NFs/SCPs/SEPPs in the same operator domain. SEPP interconnect certificate profile requirements are applied for SEPP when connecting to other SEPPs in different domains. 
6.1.3c.y.2 SEPP intraconnect certificate profile
TLS certificates used between a SEPP and other NFs/SCPs/SEPPs in the same domain shall be directly signed by the CA in the operator domain that the SEPP entity belongs to.
The same requirements to the NF certificate profile as listed in section 6.1.3c.3 apply, with the following deviations that are not applicable to the SEPP interconnect certificate profile:
-	subjectAltName (in TLS server certificates) containing URI-IDs with the HTTPS URI(s) for the apiRoot of a Network Function producer instance for the NF service API(s) that it provides, need not be supported;
-	subjectAltName (in TLS server certificates) containing URI-IDs with the HTTPS URI(s) for the apiRoot of a Network Function consumer instance for the NF service callback URI(s) that it provides, need not be supported.
6.1.3c.y.3 SEPP interconnect certificate profile
TLS certificates used between a SEPP and other SEPPs in different domains shall be directly signed by the Interconnection CA of the peer domain that the peer SEPP entity belongs to.
The same requirements to the NF certificate profile as listed in section 6.1.3c.3 apply, with the following deviations that are not applicable to the SEPP interconnect certificate profile:
-	subjectAltName (in TLS server certificates) containing URI-IDs with the HTTPS URI(s) for the apiRoot of a Network Function producer instance for the NF service API(s) that it provides, need not be supported;
-	subjectAltName (in TLS server certificates) containing URI-IDs with the HTTPS URI(s) for the apiRoot of a Network Function consumer instance for the NF service callback URI(s) that it provides, need not be supported.
*** END CHANGES 3 ***

